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Logging / Tracing / Metrics

Request-scoped metrics

Metrics
Aggregatable

Tracing

Request
scoped

Aggregatable events
e.g. rollups

. Request-scoped,
Logglng aggregatable events

Request-scoped events Events




2% Tracing EIEASPKER roe
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o IRMAIATETER
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rpc3
(Backend)



A TR Dros

e if2m:(Dapper, a Large-Scale Distributed Systems Tracing Infrastructure) - Google
2010
e OpenTracing
o Zipkin
o Uber Jaeger
OpenCensus
OpenTracing + OpenCensus = OpenTelemetry



E XS Trace & Span

SPANS




Trace & Span #l¥F

I - : (time) — - " —>

Frontend.Request
== (no parent id) I
span id: 1

. . : . . ; . A H
Backend.Call i

—— parentid: 1 v v v v
: span id: 2 A 4 ' '
S R R S S N N S :
: : : Backend.DoSomething
- - - " parent id: 1 g
: . 3 . span id: 3 .
: : : : : : : : [} : :
: : : . : Helper.Call : :
: : : : : parent id: 3 ' R
: : : : : span id: 4 : :
Helper.Call
- u > - parent id: 3 :
. i . : . span id: 5 '

20 22 24 26 28 30




Jaeger
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Example:

func main() E
closer := initTracer()
defer closer.Close()

(func() {
span := opentracing.GlobalTracer().StartSpan("Root Span")
defer span.Finish()

(func() {
span := span.Tracer().StartSpan("Child Span 1", opentracing.ChildOf(span.Context()))
defer span.Finish()
time.Sleep(time.Second)

hH()

(func() {
span := span.Tracer().StartSpan("Child Span 2", opentracing.ChildOf(span.Context()))
defer span.Finish()
time.Sleep(time.Second)

Ho

(func() {
span := span.Tracer().StartSpan("Chile Span 3", opentracing.ChildOf(span.Context()))
defer span.Finish()
time.Sleep(time.Second)
()
H()

func initTracer() io.Closer {
cfg := jaegercfg.Configuration{

ServiceName: "my demo service",

Sampler: &jaegercfg.SamplerConfig{
Type: jaeger.SamplerTypeConst,
Param: 1,

}’

Reporter: &jaegercfg.ReporterConfig{},

tracer, closer, err := cfg.NewTracer()
if err != L {

log.Fatal(err)

opentracing.SetGlobalTracer(tracer)

return closer




Search

< v my demo service: Root Span 49c2336

38 Trace Timeline v
Trace Start June 25 2021, 19:42:12.473 Duration 3.018 Services1 Depth2 Total Spans 4

Ops 751.63ms 158 2.258 3.01s
Service & Operation v >Y¥>» ops 751.63ms 1.5s 2258 3.01s
v | my demo service moot Soen
my demo service Child Span 1 1s
Child Span 1 Service: my demo service Duration: 18 Start Time: 11ps
> Tags: internal.span.format - proto
> Process: client-uuid imaclocal ip-192.168.30.105 jasgerversion - Go-2.29.2-dev
335c76ac900cas9c ¢
my demo service Chid Span2 1s
Child Span 2 Service: my demo service Duration: 18 Start Time: 1s
> Tags: internal.span.format - proto
> Process: client-uuid local ip~-192.168.30.105 jaeger.version - Go-2.29.2-dev
48d5320619336364
my demo service Chile Span 3 W
Chile Span 3 Service: my demo service Duration: 18 Start Time: 2.01s
> Tags: internal.span.format - proto
> Process: client-uuid local ip-192.168.30.105 jaeger.version - Go-2.29.2-dev

7781541746c4e715 &




Carrier

e Tracing ERETE

o fRRERSERAM Tracing metadata FHIEFIR FHIMEHZR
e Inject/ Extract

o HTTPHeader

tracelD: x, spanID:y

Client

makes an RPC call

o TextMap

Tracer.inject(...)

Inject spanContext
into the carrier

HTTP R

Tracer.extract(...)

Extract spanContext
from the carrier for

continuing trace

tracelD: x, spanID: z

Server

processes the call

Example:
it HTTPHeader £
Carrier E#% Tracing £ 8
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MRERBEE— A

Current Scenario

\Serviceé

Nice to have something like this

Service-2

THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE'S COMPILING.”

HEY! GET BACK
TO WORK!

THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

HEY! GET BACK
TO WORK!




iInstrumentedsql

luna-duclos/instrumentedsql: A sql driver that will wrap any other driver and log/trace all its calls

Vv network_service: GRPC gateway ® View Options v
Trace Start: November 28, 2018 1:21 PM  Duration: 4.42ms  Services: 1 Depth: 3 Total Spans: 18
oms 1atms 221ms a2ms sa2ms
Service & Operation v >¥>» oms 1.11ms 221ms 3.32ms 4.42ms
+ | network_service Garc aatevay 8 002ms
| network_service /proto.NetworkService/Gettistwork. o6ms
| network_service sq-conn-query 1001ms
network_service i orepare S 0.29ms
sql-prepare Service: network_service  Duration: 0.29ms ~ Start Time: 0.51ms

> Tags: component - database/sql
> Process: client-uuid ~75842629a0311a9f ~ hostname - dyzheng-mac | |p~172.24.48.200 | Jaegeryersion -Go-2.15.0-dev
331b7cTe6b4cad0c

network_service sq-si-query — 027ms

sql-stmt-query Service: network_service  Duration: 0.27ms ~ Start Time: 0.84ms

> Tags: component - database/sql  query - SELEGT name, timezone id, default_currency_id, locale_code, asset_group_root_node id, site_section_group_root_node_id FROM ‘networ...
> Process: client-uuid -7584a629a031fa9f  hostname - dyzheng-mac | Ip~172.24.48.200 | Jaegerversion - Go-2.15.0-ev.
1D S5cabdd4zsorcase

network_service < cioss. 1 002ms.

sql-stmt-close Service: network_service ~ Duration: 0.02ms ~ Start Time: 1.18ms

> Tags: component - database/sal
> Process: client-uuid - 7584a629a0311a9f = hostname - dyzheng-mac | ip~172.24.48.200 | Jaegerversion - Go-2.15.0-dev

5248980457987
network_service <qconn-auery 1001m:
| network_service <o — oo
| network_service <qi-simi-a — O

| network_service <l ciose 0 002ms

import (
"'github.com/go-sql-driver/mysql"
"'github.com/luna-duclos/instrumentedsql"
""github.com/luna-duclos/instrumentedsql/opentracing"

sql.Register("instrumented-mysql",
instrumentedsql.WrapDriver(mysql.MySQLDriver{},
instrumentedsql.WithTracer(opentracing.NewTracer(false)),
instrumentedsql.WithOmitArgs(),
)l
)
db, err := sql.Open("instrumented-mysql", dsn)
// db, err := sql.Open("mysql", dsn)




instrumentedsqgl [RE

func (s wrappedStmt) Exec(args [ldriver.Value) (res driver.Result, err error) {
if !s.hasOpExcluded(0pSQLStmtExec) {
span := s.GetSpan(s.ctx).NewChild(0OpSQLStmtExec)

1
|
span.SetLabel("component", "database/sql")
span.SetLabel("query", s.query)
if !s.OmitArgs { |
span.SetLabel("args", formatArgs(args . .
T rerest elares)) 7£ Driver 8% A9 VH RN |
start := time.Now() Wrapper HwA Span !
defer func() { |
span.SetError(err) i
span.Finish()
logQuery(s.ctx, s.opts, OpSQLStmtExec, s.query, err, args, start)
1
1
1
1
1
1

res, err = s.parent.Exec(args)
ifern 1= nil 'y
return nil, err

return wrappedResult{opts: s.opts, ctx: s.ctx, parent: res}, nil 4

B SSHIBUR BRI EA IR RTEZ
-]






PEEERR

< Vv service-a: serivce-a-main() 3c752a5

38 Trace Timeline v
Trace Start June 25 2021, 20:01:27.409  Duration 416.63ms  Services 3 Depth 14 Total Spans 206

[ 104.16ms 208.32ms 312.47ms
Service & Operation v >¥>» ops 104.16ms. 208.32ms 312.47ms 416.63ms
+ | service-a serce s man)
| service-a st 328.23ms
> | TIDB orop L F exsTS ¢ 101
> | TIDB CREATE TABLE t 101 (a INT AUTO_INGREMENT, b INT, ¢ VARGHAR(100), PRIVARY K... 87.8ms
o | service-a saconc - ——
> | TIDB ISERTINTO 101 b, ) VALUES (1, 11, 10,1, 100, 1041, 1%, 28 50ms CON—
> | TIDB NSERTINTO 1101 SELECT NULL a5, b, c FROM 101 12.16ms EE—
> | TIDB NSERTINTO 1101 SELECT NULL a3, b, c FROM ¢_101 5.6ms E—
> | TIDB INSERT INTO t 101 SELECT NULL as a, b, ¢ FROM £ 101 17ms E—
+ | service-a s
v | TIDB seLECT sume) FROM ¢ 101
| TIDB session ParsesaL
| TIDB  session Executostmt
v | TIDB exscutorCompie
| TIDB session getrxnruture
v | TIDB session runsimt
v | TIDB TableRsaderexscutor Open
v | TIDB distsaiselect 21ps |
~ | TIDB rogionfisquest SendReaCix 0.25ms em—
| TIDB rmcGient SendRequest. egion 0: 2. type: Cop 9.23ms wm—
v | TIKV coprocessor a.36ms
TIKV Endpoint:parse. and_handie_ unary.request 24508
| TIKV Engpoint:handie_unary._request. impl 8.14ms
v | TIKV Rankvasync. snapshot
TIKV LocaReador:proposs.rat_command 116us
TIKV  snapshot:RaftCrmRsquest 16
v | TIKV winsummaryCoflector:next_bateh
v | TIKV BatcnsimpleAgorsgationExacutor:next_batch
| TIKV withSummaryColector:next batch
TIKV BatchTabloScanExecutor:next_batch s03s
v | TIDB “executorstreamaggExec Next ) 5ms E—
| TIDB “exscutor TabisreaderExecutorNext )2ms E—
| TIDB -oxocutorTabisRosdrexcutorniext

| TIDB -executorstreamaggExee Next




PEEERR

v network_service: GRPC gateway

Trace Start: November 28, 2018 1:21 PM  Duration: 442ms  Services: 1 Depth: 3 Total Spans: 18

oms 1.11ms 221ms

Service & Operation V> ¥ oms 1.11ms. 2z

+ | network_service Garc aatevay

| network_service /proto.NetworkService/Gettistwork. o6ms

| network_service sq-conn-query 1001m:

network_service sqlsrepare — 0.29ms

sql-prepare
> Tags: component - database/sql

> Process: client-uuid -75842629a0311a9f = hostname - dyzheng-mac | |p~172.24.48.200

network_service sq-si-query — 027ms

sql-stmt-query
> Tags: component - database/sql | query - SELECT name, timezone_d, default_currency_id, |

> Process: client-uuid - 7584a629a031fa9f  hostname - dyzheng-mac  p - 172.24.48.200

network_service < cioss. 1 002ms.

sql-stmt-close

> Tags: component - database/sal

network_service <qconn-auery 1001ms
| network_service sqlsrepare — 0 5rms
| network_service <qrsim-query — 0 50

| network_service <l ciose 0002

< v service-a: serivce-a-main() 275225

Sorvices3  Depth 14 Total Spans 208

38 Trace Timeine

as 10416ma zazms sizarm stasom
Service & Operation VoY om 104.16ms 208.32ms s1247ms 416.69ms
M T pe—

« | senvce-a v .

> 0B onor et rcsrs o

> | TIDB neare asi= 101 VT AUTO_ICREMENT T, \ARCHAR 00, PRMARY K.
| service-a wcons
> | TIDB ISERT INTO 101 . VALUES (1, 1041, 1041, 10, 41, 1
> | TIDB wserm o 101 SeLECTNULL s < PO 501
> | TIDB wseRTInTO 101 SeLECTNULL s b ¢ PO L0
> | TIDB werT o 101 SeLECT UL s . PO 101
« | sorvce-a s
| TIDB sei£cr sunty o 101
] TIDB seson s
| TIDB cosson Exacutosirs
| TIDB axscutorcompie
1 TIOB sessongororunse
| TIDB sesscnunsint
R ——
| TIDB s st
~ | TIDB rgonoquest Senciioacts
1 7108 meciont senouesregon 2. e Con
| TRV coprecemser
| PR ——
| TRV endpont-nar oy recuns ol
| TRV rucampe, srapsbat
TIKV Locamoaoposs. . commra
L —
| TRV warSurrarotecornes b
| TIKV BucrsimporsgwoonEsactr:nt b
IR T —————
TIKV B Tasescanocuornes o
LR —
(1 R ——
[ R e——
| (e ——

> Process: client-uuid - 7584a629a0311a9f = hostname - dyzheng-mac | ip~172.24.48.200 | Jaegerversion - Go-2.15.0-dev

92089804c5b7987




Under the hood

o B8 JF Tracer ID #1 Span Context 1£3& % TiDB A%
o EBIKHE:

1. #&IN— Session Varible, 1&/&#1: SET @@tidb_tracer_id=xxxxxx;

2. ¥f Application B Tracer ID 1 Span Context 3t lFEFF & 5 1£iH453X 1 Session
Varible

3. 7 TiDB A& A%F Tracer E R RFHMLFERHE Context

4. TiDB #1 TiKV z [E#&E 21E 1T gRPC, jaeger Xt gRPC H & BIFHI

Tips: Jaeger client 12 T F 5L FIR FFI1L B SEIR -

func (c SpanContext) String() string
func ContextFromString(value string) (SpanContext, error)
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'E\FEE ﬂ ( Combinational Logic

Start VAN
Register

AN
I

Reference Register

| thread - 3 ol Fan-in Cone

— e Combinational Logic 5
| thread . = “ = 2 /I\
N . S e
| thread > 1 goroutine 1 goroutine 1 Al \ End
\ / A [Pt ! Register
T
_4i Reference A
.

Fan-out Coné\‘\\ I

RER#EC]: [BEZEN SQL BEH S, = Goroutine AERE 7 |



go tool trace

v PROCS (pid 0)
GC

ek etwork (I

Timers

sk Ready oo

v Proc 0

v Proc1

v Proc 2

v Proc 3

v Proc 4

v Proc 5

v Proc 6

v Proc 7

1item Flow Event (1) |
D 26034
Title unblock
Start 234.838 ms

Wall Duration 4.368 ms

From Slice unblock at 234.838 ms
To Slice G97 github.com/pin: d/pd-client.(*client).tsLoop at 239.206 ms




go tool trace

o fim:%FR, %%& (UD)
o MRR:EREMFEAK, TEE—EHE

Goroutine Name: github.com/pingcap/tidb/server.(*Server).onConn
Number of Goroutines: 1
Execution Time: 95.33% of total program execution time

Network Wait Time:  graph(download)
Sync Block Time: graph(download)
Blocking Syscall Time: graph(download)
Scheduler Wait Time: graph(download)

Goroutine Total Execution NefworkSWait Sync block Blocking syscall Scheduler wait GC sweeping GC pause




Trace in Go runtime

e go tool trace HI[REZ ?

Trace & Go Runtime BB $THEYkEE CPU time, 7 Goroutine FFIR TR R
start_run_time, IR H 1 4TBHE R end_run_time, &/ (end_run_time - start_run_time) B Jg
X4 goroutine B CPU time,




A little bit about Go runtime

[
B v@ Ol P
N e a e LR
o)
[l
o X P F’
é 5] (9 %)
i S S x
| Goroutineif/E 2% e Hh e i e ith
é BA BA BA
i e 7| e 5 e 5|
v v v :
‘B — GOMAXPROCS’P;

Wiz&iz

FEHCPURZL

https://learnku.com/articles/41728



package runtime

import (

"runtime/internal/atomic

untime/internal/sys"
"unsafe"

// Event types in the trace, args are given in square brackets
const (

traceEvNone // unused
traceEvBatch // start of per-P batch of events [pid, timestampl
traceEvFrequency // contains tracer timer frequency [frequency (ticks per second)]
traceEvStack // stack [stack id, number of PCs, array of {PC, func string ID, file string ID, line
// current value of GOMAXPROCS [timestamp, GOMAXPROCS, stack id
// start of P [timestamp, thread id]
// stop of P [timestamp]

// GC start [timestamp, seq, stack id]

traceEvGomaxprocs
traceEvProcStart
traceEvProcStop
traceEvGCStart
traceEvGCDone
traceEvGCSTWStart
traceEvGCSTWDone
traceEvGCSweepStart

// GC done [timestamp
// GC STW start [timestamp, kind]
// GC STW done [timestamp]

© ® N U A WNRLS

=
(SIS

// GC sweep start [timestamp, stack id]

i
N

traceEvGCSweepDone // GC sweep done [timestamp, swept, reclaimed]

Ju
w

traceEvGoCreate
traceEvGoStart
traceEvGoEnd
traceEvGoStop

goroutine creation [timestamp, new goroutine id, new stack id, stack id]

.
IS

goroutine starts running [timestamp, goroutine id, seql

=
[

/ goroutine ends [timestamp]

=
o

goroutine stops (like in select{}) [timestamp, stack]

o
~

traceEvGoSched goroutine calls Gosched [timestamp, stack

fn
©

traceEvGoPreempt goroutine is preempted [timestamp, stack

.
©

traceEvGoSleep goroutine calls Sleep [timestamp, stack
traceEvGoBlock
traceEvGoUnblock
traceEvGoBlockSend
traceEvGoBlockRecv
traceEvGoBlockSelect
traceEvGoBlockSync
traceEvGoBlockCond
traceEvGoBlockNet

N
5]

goroutine blocks [timestamp, stack]

N
iy

goroutine is unblocked [timestamp, goroutine id, seq, stack]

N
N

goroutine blocks on chan send [timestamp, stack

N
w

goroutine blocks on chan recv [timestamp, stack

N
FS

goroutine blocks on select [timestamp, stack

N
%]

goroutine blocks on ex/RwWMutex [time

N
o

goroutine blocks on Cond [timestamp, stack

N
~

goroutine blocks on network [timestamp, stack

hack runtime B9 EI&:

follow the tracing event.

https://github.com/golang/go/blob/ma
ster/src/runtime/trace.go



Tracing Runtime 4%

type g struct { // Goroutine FFImZLTHY, IBRFIKIIER

gp.lastSchedTime = nanotime()

if gp.statCtx != nil {
atomic.Xadd64(&gp.statCtx.schedtick, 1)

goid int64 // goroutine id.

statCtx *t // g FR7ERY task_group, BHABIE g BFTM ¥
parent g K,
// lastSchedTime is the nanotime of the last time

a goroutine was scheduled into a P. o _
lastSchedTime int64 // Goroutine E{ELITRY, YWEMITHTK

} endTickTime := nanotime()

lastTime := _g .m.curg.lastSchedTime
atomic.Xadd64(& g .m.curg.statCtx.nanos,
endTickTime-lastTime)

type t struct {
schedtick uint64 // increment atomically on every
scheduler call

nanos uinte4 cumulative slices of CPU time . y .
/] PingCAP #— 1~ SL38 14 Go rumtime 7%
used by the task group, in nanoseconds

}
https://github.com/crazycs520/go/tree/stats-dev2



https://github.com/crazycs520/go/tree/stats-dev2

Tracing runtime

R [RGB 4P —1 Go 573X

BRAANNDE?



Tracing runtime




Profiler Label

E @RI pprof TEERKT

Go 1.9 is introducing profiler labels, a way to add arbitrary key-values to the samples collected by the
CPU profiler. CPU profilers collect and output hot spots where the CPU spent most time in when
executing. A typical CPU profiler output is primarily reports the location of these spots as function name,
source file/line, etc. By looking at the data, you can also examine which parts of the code invoked these
spots. You can also filter by invokers to have more granular understanding of certain execution paths.

https://github.com/golang/proposal/blob/master/design/17280-profile-labels.md



https://github.com/golang/proposal/blob/master/design/17280-profile-labels.md
https://github.com/golang/proposal/blob/master/design/17280-profile-labels.md

Profiler Label |

] Tlme Jul 3,2017 at 1:53pm (PDT) generateID
Duration: 155 Total samples = 3.28s (21.86%) funcl

Showing nodes accounting for 3.15s, 96.04% of 3.28s total main.go

Dropped 19 nodes (cum <= 0.02s) 0.10s (3.05%)

Showing top 55 nodes out of 60 of 2.61s (79.57%)
0.07s  [0.03s

I 107s \ 144s

labels := pprof.Labels("worker", "purge")

pprof.Do(ctx, labels, func(ctx context.Context) runtime strcony
concatstring2 Ttoa
{ string.go itoa.go
0.125 (3.66%) 0,055 (1.52%)
// Do some work... of 1.07s (32.62%) of 1.44s (43.90%)

0.09s (0.03s 003s \0.02s

go update(ctx) // propagates labels in ctx.

A A
1 [rmme]] 19
runtime i
concatstrmgs anrﬁztll‘;lt
St['lIl itoa.go
0.72s (21 95 %) of 1390 015 285%)
of 0.95s (28.96%)




£ Profiler Label 3%t SQL #1789 CPU R¥ig]

PR
o 7 SQL fE#TIREREEMNTE, £ SQL AIIELUE & (SQL Digest)
o AT EIXA Digest B Context
e {#FH pprof.SetGoroutineLables Xt il

// After parse and calculated SQL digest, set the sql digest label
ctx = pprof.WithLabels(ctx, pprof.Labels("sql", sql digest))

pprof.SetGoroutineLabels (ctx)
func SetGoroutineLabels 1.9 Source

func SetGoroutineLabels(ctx context.Context)

SetGoroutineLabels sets the current goroutine's labels to match ctx. A new goroutine inherits
the labels of the goroutine that created it. This is a lower-level API than Do, which should be
used instead when possible.



pprof KIMEREHRFEE LI ?

] : FF pprof XTEREIRFERK
EERET, FEGTENANLH L, N Z2M profile, tracing ATLAR 4 )
func Run() {

go startCPUProfileWorker()

go startAnalyzeProfileWorker() // H—1 goroutine HH 74T profile FER
}

func startCPUProfileWorker() {
for {
buf := getBuffer()
if err := pprof.StartCPUProfile(buf); err != nil {
return
}
// @ profile —#
sp.sleep(time.Second * 1)
pprof.StopCPUProfile()
taskCh <- buf // 4R profile R FHIRKLE AnalyzeProfileWorker



Result

MR 2%, - sysbench oltp_point_select
¥ % :48 (TiDB tidb avg cpu usage 50%)
Go h&:go 1.16

avg QPS | #ifE | avg P99 Duration 174 | avg P50 Duration | #5i%%
Master 102.1k \ 1.83ms \ 0.301ms \
profile + labels 98.9k 3.1% |[1.87ms 2.1% |0.307ms 1.9%
Runtime Hacking 98.9k 3.1 1.87ms 21% ]0.304ms 0.98%

avg QPS 173 | avg P99 Duration | }5i%%

profile + labels 62.9k 0.4% |23.1ms 3%
Runtime Hacking 62.8k 0.6% |22.6ms 0.8%




-

| vdn-10094 hd ] Reset Time Rarge (now: 2021-06-24 214230 ~ 2021-06-24 21:531)

h

X 3 £ cpu_time REAISQL 2
analyze table 124]

S 200W 1 %iL%B)"Ex

4T OLTP T &I ER

P
: ' || m!l‘m
=

bub 10089

|

1 HEEEOLTP fas
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