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Key findings from EO

MAY 12, 2021

* Maintaining trusted supply chains by ensuring the integrit Executive Order on Improving the
Nation’s Cybersecurity

of delivery and distribution

* Securing development environments with strong access
Controls Efif » BRIEFING ROOM » PRESIDENTIAL ACTIONS

* Using automated code scanning to find and remediate
vulnerabilities in software
* Keeping accurate and up—to—date data on the provenance '
(i.e. origin) of software components

Section 1. Policy. The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect

against, detect, and respond to these actions and actors. The Federal
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 Notation (Notary)
« Cosign

- BB AFlmoAERE
* ORAS, regctl, skopeo

« BRI RLB RSN
* Microsoft sbhom-tool
« Syft / Docker SBOM
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Notary — (1§ &2 5 IE
g JUSTIN CORMACK

Jan 27 2020

One of the most productive meetings | had KubeCon in San Diego last November was a meeting with Docker,
Amazon and Microsoft to plan a collaboration around a new version of the CNCF project Notary. We held the
Notary v2 kickoff meeting a few weeks later in Seattle in the Amazon offices.

Emphasising that this is a cross-industry collaboration, we had eighteen people in the room (with more dialed
in) from Amazon, Microsoft, Docker, IBM, Google, Red Hat, Sylabs and JFrog. This represented all the
container registry providers and developers, other than the VMware Harbor developers who could unfortunately
not make it in person. Unfortunately, we forgot to take a picture of everyone!

" | Steve Lasker Yy
e / @Stevelasker - Follow

@awscloud, @GCPcloud, @Azure, @Docker, @RedHat,
@jfrog collaborating on @CloudNativeFdn Notary v2 -
touring the amazon spheres. Who would have thought...

Notary was originally started at Docker
to provide a general signing

CNCF Incubating project

Redesigning Notary in a Multi—registry
world

Amazon, Microsoft, Docker are
developing the next generation of Notary
project

Integrating and move signatures across
registries

Improving usability and balance security




Standards-based spec and tooling
for securing software supply chains

Signing and verifying artifacts. Safeguarding the software delivery
security from development to deployment.
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Get started
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Contributed by the community, in collaboration with
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Docs

RATIFY

Blog

ilable "_4 Notation is currently in the release candidate phase. Some missing features and docs are expected until GA.

Community

Microsoft

Roadmap




notation
notation
notation

notation
notation
notation
notation
notation
notation

certificate:
key:

list:

login:
logout:
plugin:
sign:
verify:
version:

Notation CLI Command Sets

Manage certificates in trust store
Manage keys used for signing

List signatures of the signed artifact
Log in to the registry

Log out from the registry

Manage plugins

Sign artifacts

Verify O0CI artifacts

Show the notation version information
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Demo: {H15%E &, FiEiXFE GHCR BIRECE

a @ D O FeynmanZhou/net-monitor: Sigr X +
= = G ()  https://github.com/FeynmanZhou/net-monitor

O Search or jump to... Pull requests Issues Codespaces Marketplace Explore

¥ FeynmanZhou / net-monitor  Public % Fork 10 17 Star 1

forked from dtzar/net-monitor

<» Code 17 Pullrequests () Actions [ Projects [ Wiki (@ Security |~ Insights 3 Settings

¥ main - P 1branch ©0tags Go to file Add file ~ (SRR About

Sign and verify an image with Notation

This branch is 1 commit ahead, 35 commits behind dtzar:main. 17 Contribute + & Sync fork and Ratify
Readme

@ FeynmanZhou Update README.md 5993486 13 minutes ago %) 54 commits MIT license
Code of conduct

i Re /6 A cpace nain vml 2 mor - Tal
.github Remove a space in main.yml 8 months ago T ——
Security policy

scripts Update flow 8 months ago Activity
Dockerfile Update dockerfile 8 months ago 15t
1 watching
LICENSE Initial commit 2 years ago
10 forks

README.md Update README.md 13 minutes ago

README.md Z

Create a new release

Sign and verify an image with Notaion and Ratify




Demo: I§IFE R, XEFEZE] K8s MNAENKEE

a @ D O Package net-monitor
& = &, (3 https://github.com/FeynmanZhou/net

@ net-monitor rve

Details

nstall from the command line
@ FeynmanZhou

% docker pull ghcr.io/feynmanzhou/net-monitor:sha2s6

(i net-monitor
&3 MIT License

27c0290c485148c3c998e92chef2ifba2

Last publishec

Recent tagged image versions 18 minutes ago

otal aownioads
sha2fp6-27c0290c485140¢3c998e92cbef23fha2bd9f09cBalc7adb24a1d2d274ce3eBe 15
Published 18 minutes ago - Digest

Collaborators o

@ Package settings

View and manage all versions

README.md

Sign and verify an image with Notaion and
Ratify

github.com/users/FeynmanZhou/packages/container/.../100409963%tag=...




61\_] Summary

Jobs

@ SSCimage build to remote registry

Run details

(& Usage
&Y Workflow file

SSC image build to remote registry

succeeded 24 days ago in 57s

o
o
o
o
o
o
o
o

Set up Docker Buildx

Install oras

Docker build and push net-monitor image
Azure Login

Setup Notation with azure-kv plugin
Setup Notation with local temp key
Notation sign image

Install and Generate SBOM

Oras Attach SBOM

Notation sign SBOM

Install trivy and generate vuln scan
Oras attach vuln scan

Notation sign vuln scan

Login to ACR

Copy local image and all artifacts to remote registry

Q search logs
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& cncf/ toc | Public <2 Editt

<> Code () Issues 73 1% Pull requests 48 ® Actions [ Projects 2 O] Security |2 Insights

Health of the Notary V2 project #981
JustinCappos opened this issue on Dec 15, 2022 - 80 comments

b’ JustinCappos commented on Dec 15, 2022 « edited ~ Contributor | ***

As | understand it, the TOC is starting to review projects with a consideration to reassess their level in the CNCF or even to remove
them altogether. | wanted to bring the Notary V2 project to the TOC's attention as a project that is misplaced and worthy of
review.

First of all, the original Notary V1 project was added by the CNCF and was voted in both because it had a strong security
foundation and a substantial user base.

Strangely, the Notary V2 project has none of the original Notary project members, none of the lines of code from Notary V1, and
none of the security design. It is effectively a completely different project that has taken the same name in order to preserve the
incubating status in the CNCF. Even worse, it is at incubation level and making use of CNCF resources / marketing / reputation, yet
has had no security reviews, etc.

| would kindly suggest that the TOC consider either removing Notary V2 from the CNCF or asking it to reapply to the CNCF.

Notary V1 (the original) likely could also plausibly be archived or reviewed at some point, but this is of less urgency as it did
actually receive due diligence at some point.

| know | raised the same concern back in July 2021, but after talking with others in the community | thought it was worth raising

again. As transparency is an important part of open source foundations and projects, after raising this issue a week ago to the TOC
privately, | am now making this request public.

| am including below the 2021 email where this issue was raised to the TOC. | will note that at time we were hoping for governance
changes that would enable us to participate and prevent the project from making repeated, obvious security errors. Now, while to
the project's credit, it's website does not claim the project has or provides any security properties, its use of the Notary name and
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Notary: https://notaryproject.dev

ORAS: https://oras.land

Ratify: https://github.com/deislabs/ratify

CNCF Maintainer Guide: https://contribute.cncf.io/
OpenSSF: OpenSSF Expands Supply Chain Integrity
Efforts with S2C2F — Open Source Security Foundation



https://notaryproject.dev/
https://oras.land/
https://github.com/deislabs/ratify
https://contribute.cncf.io/
https://openssf.org/blog/2022/11/16/openssf-expands-supply-chain-integrity-efforts-with-s2c2f/

HRFE - feynmanzhou@microsoft . com
Twitter: @FeynmanZhou

GitHub: FeynmanZhou

M= . 493200090
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