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Service Level Objectives
Here are some example Service Level Objectives for Parca.
Category SLI SLO
Write

The proportion of successful
ProfileStoreService.WriteRaw requests (such as from

Availability ) 99.9% in 4w
Parca agent), as measured by Parca's gRPC metrics
interceptor.
The proportion of sufficiently fast requests to 95% of
Latency ProfileStoreService.WriteRaw, as measured by Parca's requests in <
gRPC metrics interceptor. 100ms in 4w

SZME https: //www . parca.dev/docs/observability

m

SLI il

° ’lklu\ﬁg >= 500 e w (7d)
. EXUE > 200ms « 4w(28d)

- HIEIEITIE 0 IRSHEIRH « 30d

N F

- EJEEHE: 30K

« SLO: 99.9%

- ENRE: 0.0999 (100-99.9)%

« 30 %lu\ 22*& 10000

o AFRIEIRIEKRE: 9.99 (10000 * 0.0999 / 100)



https://www.parca.dev/docs/observability
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SRE Workbook-Chapter2

One could even claim that without SLOs, there is no
need for SREs.
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Fe A1) B AR Y — 22 SR

R 1: #81==F >= SLO @E

- alert: HighErrorRate . \ ,
expr: job:slo_errors_per_requestiratio_rate 1 0m{job="myjob"} >= 0.001 ol: ERRE

RES 2: BINMEREO

- alert: HighErrorRate \ R
expr: job:slo_errors_per_request:ratio_rate36h{job="myjob"} >= 0.001 ogh: EHNEE

kb 3: SERFEMERN

- alert: HighErrorRate

expr: job:slo_errors_per_request:ratio_rate1m{job="myjob"} >= 0.001 ojga: B[O
for: 1h



Kig4: ETHE—MREERSE

- alert: HighErrorRate
expr: job:slo_errors_per_request:ratio_rate1h{job="myjob"} >= 36 * 0.001

- Burn Rate: 1
- Burn Rate: 2
—— Burn Rate: 10

O
S
0d
o]
#t

3
=

(@)
=
h=

({s]

£

Q
o
4

Q

(@)]
©

-]
o

10 15 20
Days at Burn Rate

BAXKiR: Google SRE Workbook



Kl 5: ETZMRERTT

expr: (
job:slo_errors_per_request:ratio_rate1h{job="myjob"} > (14.4 * 0.001)
or
job:slo_errors_per_request:ratio_rate6h{job="myjob"} > (6 * 0.001)
)

severity: page

expr: job:slo_errors_per_request:ratio_rate3d{job="myjob"} > 0.001
severity: ticket

SLO budget consumption Time window Burn rate Notification

oi: EENEREK

1 hour Page

6 hours

BRXR: Google SRE Workbook



K 6: ETZEHOZMRERSTE

expr: (
job:slo_errors_per_request:ratio_ratelh{job="myjob"} > (14.4 * 0.001)
z]gle
job:slo_errors_per_request:ratio_rate5Sm{job="myjob"} > (14.4 * 0.001)

or
(
job:slo_errors_per_request:ratio_rate6h{job="myjob"} > (6 * 0.001)
z]gle
job:slo_errors_per_request:ratio_rate30m{job="myjob"} > (6 * 0.001)
)

severity: page

Severity Long window Short window Burn rate Error budget consumed

Page 1 hour 5 minutes
4 *TE‘*,—R:'Z{%T y 1H§UE?§1% 6 hours 30 minutes

Ticket 6 hours

Bl A 3kiE: Google SRE Workbook
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Frh4mS Prometheus rules RS S

EERE ZRIEEOMEXE Record rule

slo_errors_per_request:ratio_ratebm
slo_errors_per_request:ratio_rate30m
slo_errors_per_request:ratio_ratelh

oooooo

\ AN
Alert rule 8%, EEZXEAENEREOMSERS £ SLO IS5 (10+)
Prometheus rules
expr: (
job:slo_errors_per_request:ratio_ratelh{job="myjob"} > (14.4*0.001)
and

job:slo_errors_per_request:ratio_rate5mi{job="myjob"} > (14.4*0.001)

)

or
(
job:slo_errors_per_request:ratio_rate6h{job="myjob"} > (6*0.001)
and
job:slo_errors_per_request:ratio_rate30m{job="myjob"} > (6*0.001)

)

severity: page



SLO E2E 5 Prometheus rules /EHfiREF

/etc/slos

|_a.yaml
A |_b.yaml
|_c.yaml
|11
Z— SLO ##Eik SLO %&—174E Eik:Z /

03. Prometheus S8 MWMR B3k @



Ut

%f Sloth 3£ SLO




Sloth &4}t

Sloth 2—"1 a8 Z Y Prometheus SLO B4 izs. ¥ an <171 K8s Controller A{ER A, X
HFEEXSTERNOOE. REHFFEEIAELN Grafana &,

1.5k star

- 2021/8 BFE

Gen
s Metadata
rules

Sloth Spec

Load SLO Gen SLI
Spec

rules

N
Out format

Prometheus
rules

Sloth Default.

. Gen Alert
| g rules
PrometheusServicelLevel
OpenSLO §

Sloth EE{KZEH
04. EF Sloth #&# SLO &

| ==



https://sloth.dev/

Sloth SLO Z#—#iidZ default spec

version: "prometheus/v1"
service: "myservice"
labels:
owner: "myteam"
slos:
— name: "requests-availability"
objective: 99.9

description: "Common SLO based on availability for HTTP request responses."
sli:
events:

error_query: sum(rate(http_request_duration_seconds_count{job="myservice",code=~"(5..1429)"}{{.window}}]))

total_query: sum(rate(http_request_duration_seconds_count{job="myservice"}{{.window}}]))
alerting:

name: MyServiceHighErrorRate
page_alert:

ticket_alert:




Sloth F%M&F SLO spec

K8s CRD #&=

apiVersion: sloth.slok.dev/v1
kind: PrometheusServicelevel
metadata:
name: sloth—-slo-my-service
namespace: monitoring
spec:
service: "myservice"
labels:
owner: "myteam"
repo: "myorg/myservice"
tier: "2"
slos:
— name: "requests—availability"

... ¥ default 1> slo E2EFRM ...

OpenSLO &=

apiVersion: openslo/vlalpha
kind: SLO
metadata:
name: requests—availability
spec:
service: my-service
budgetingMethod: Occurrences
objectives:
— ratioMetrics:
good:
source: prometheus
queryType: promq|
query: Xxxx
total:
source: prometheus
queryType: promq|
query: XXxX
target: 0.999
timeWindows:
— count: 30




$ sloth generate —i slos —o rules ——slo—period—
windows—path=./windows ——default-slo—period="30d"

ne=0 svc=storage.FileSLIPlugin wv: =v0.11.0
vc=alert.WindowsRepo =v8.11.0 window=38d
=alert.WindowsRepo =v0.11.0 dow=38d WS=
i=vB8.11.8 low=36d
t=rules slo=myservice-requests-avallability =generat
=rules =8 =myservice-requests-availability
=rules =7 =myservice-requests-availlability
t=rules =2 =myservice-reguests-availability
t=yaml g ps=3 t=rules =storage.I0OWriter

K8s + Prometheus Operator

# Zf& sloth operator
$ kubectl apply —f
pkg/kubernetes/gen/crd/sloth.slok.dev_prometheusservicelevels.yaml

$ kubectl apply —f
deploy/kubernetes/raw/sloth.yaml

# Ef%& sloth SLO
$ kubect! apply —f

examples/k8s—getting—started.yml

# BEAE slos 1 promtheus rules
$ kubectl —n monitoring get slos
kubectl —n monitoring get prometheusrules



https://raw.githubusercontent.com/slok/sloth/main/
https://raw.githubusercontent.com/slok/sloth/main/
https://raw.githubusercontent.com/slok/sloth/main/

Sloth Prometheus rules i¥f#

sli rules

« 8" record rules
+ slo:sli_error:ratio_rate5m (30m., 1h . 2h ...

State Name

w Recording rule slo:sli_error:ratio_rate5m

Labets (o mer-myieam J repo=myorg myseice

Expression (sum(rate(http_request_duration_seconds_count{code=~
(sum(rate(http_request_duration_seconds_count{job="m
> Recording rule slo:sli_error:ratio_rate30m
» Recording rule slo:sli_error:ratio_rate1h
> Recording rule slo:sli_error:ratio_rate2h
» Recording rule slo:sli_error:ratio_rate6h
> Recording rule slo:sli_errorratio_rate1d
» Recording rule slo:sli_error:ratio_rate3d
» Recording rule slo:sli_error:ratio_rate30d

04. &7F Sloth £ SLO

metadata rules

« 6 record rules

- B&7 SLO Bfn. #IxTE. WEFHE

State Name

~ Recording rule slo:objective:ratio

Lo Lovnermesm § eo-mporymysevics ¥ s d

Expression ‘ vector(®

% Recording rule slo:error_budget:ratio

% Recording rule slo:time_period:days
» Recording rule slo:current_burn_rate:ratio
» Recording rule slo:period_burn_rate:ratio
» Recording rule slo:period_error_budget_remaining:ratio

» Recording rule sloth_slo_info

alert rules

e 2 alertrules
+  X#HF MWMR

Sz Name Heath  Summary
) - WySerncedgpErofiale % Fagh e ol 08 Irgsanace’ tegaests 1esp
v - NpserceHgEmdsl o Y e 0n e remests sy
- D ) O .

Onn

Eprmon " sloth sirdow| (slo:sli error:ratis_ratelhieleth, id="wyservice-requests-
wvailability”, sloth_services"myservice”. sloth requesti-availability” "
and max sloth_window |

slo:ali_error:ratio_reteld{sloth_id="syservice-requests-
wnnilability”, sloth_service="wyservice”, sloth_slo="requests-availability”)

or (max slath_windaw
slo:ali_error:ratio_rateth|sleth_idemyservice-requasts-
evailability”, sleth_services"myservice’,sloth_slo="reguests-aveilsbility” t
wed w1 sloth_vindov|
slozsli_error:ratio_rateld (sloth_id="wyservice-requests
wilability”, sleth_services"wyservice”, slota_slos"requests-availadility”

Surwrary High emor e on myserne requests responses

(et (1 Shabals. slech sorvice |} (0 Slabals.alothalo 1} SL0 et budget bum e & toa Fast

P




Sloth Dashboard Z Grafana &k

- METTAEMR id © 14643
- J¥I51EMR id © 14348

88 General / High level Sloth SLOs =& i+ @ O lastihor v @ Q 30s~ Q |
> ~ myservice/requests-availability
Datasource | Promethet
SLI
- Stats myservice-requests-
availability N o o — |
SLOs '
H H o) 99.600%
‘| Objective 99.9%
A 99.400%
Current burning budget % 531 %
99.200%
~ General
i
i
99.000%
No data 15:36:00 15:36:30 15:37:00 15:37:30 15:38:00 15:38:30 15:39:00 15:39:30 15:40:00
7.5
_— i Month error budget burn chart Burn rate (speed) magnitude
R & error budget (30d window -
» emaining error budget (30d window) 21 6% —
59 75.00% °
= Warning alert FIRING "% .
50
45 25.00% 2
o 2
40
a8 C”tlcal alert OK um’;um 04/05 04/09 04/13 04/17 04/21 04/25 04/29 15:36:00 15:37:00 15:38:00 15:39:00 15:40:0f

TH—

04. &7F Sloth £ SLO
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Pyrra &4t

Pyrra 3% —"1HJ Prometheus SLO 428, 45 filesystem # kubernetes MFED , =21 Ul FE
1 Grafana BIRTEN L,
800+ star

2021/4 BHIR

Docker / systemd

~

slores
Kubernetes
Pyrra folder AP
(filesystem)
ds rules
P—

Pyrra with filesystem

05. EF Pyrra & SLO &2

-------------------------------------------
| ==

Pyrra with kubernetes



https://github.com/pyrra-dev/pyrra

Pyrra SLO &i—#iik

apiVersion: pyrra.dev/vlalphatl
kind: ServicelLevelObjective
metadata:
name: pyrra—api—errors
namespace: monitoring
labels:
prometheus: k8s
role: alert-rules
pyrra.dev/team: operations
spec:
target: “99.9"
window: 2w
description: Pyrra's API requests and response errors over time grouped by route.
indicator:
ratio:
errors:
metric: http_requests_total{job="pyrra",code=~"5.."}
total:
metric: http_requests_total{job="pyrra"}
grouping:
— route

SZi—EE BRIV, TLILR K8s B2 filesystem
— spec EX—> SLO

SLO BiIAnEsdt T , ) service XM
=, REREEENXHFRHFITHR
AHEEEBENSEERO




Pyrra {£/H8

Filesystem &1 K8s &=,

$ pyrra filesystem —config-files=“./slos/*.yaml” #t 88 pyrra operator
—prometheus—folder=./rules/

$ kubectl apply —f ./config/crd/bases/pyrra.dev_servicelevelobjectives.yar

/ # pyrra filesystem --help $ kubectl apply —f ./config/rbac/role.yaml
Usage: pyrra filesystem q .
$ kubectl apply —f ./config/api.yaml
Runs Pyrra's filesystem operator and backend for the API. $ kubectl apply —f ./Config/kubernetes.yaml
Flags:
-h, --help Show context-se

--config-files="/etc/pyrra/*.yaml" The folder wher # '\EB% pyrra slos

--prometheus-url=http://localhost:9090 The URL to the

--prometheus-folder="/etc/prometheus/pyrra/" The folder wher

--generic-rules Enabled generic $ kubectl apply —f ./examples/kubernetes/slos/
] #
5 Prometheus server fbFRE—3E6, FRERK rules #t EEL K slos 1 promtheus rules

RE# Prometheus fn#.

« BIBLEHR prometheus-url , #1T hot reload. $ kubectl —n monitoring get servicelevelobjectives

$ kubectl —n monitoring get prometheusrules




& F% Prometheus rules i¥f&

B SLO B#E =" Prometheus 5294, 557 xxx—availability. xxx—availability—generic. xxx—
availability—increase.

. ovailahility:  SS 7 AN + xxx-availability-generic : 5 > record rules, - xxx—availability—increase : 1> record rule ] 1
xoc-availability: 8% 7 T SLI record TBAFERD high level STAZIT ( RED ) N alert rule, EEFITAHENEOEESERE

PAS
rules f 47 MWMR alert rules #1 nodata &2

» Recording rule http_request_duration_seconds:burnrate5m ) » Recording rule http_request_duration_seconds:increase30d
» Recording rule http_request_duration_seconds:burnrate32m State Name _
> SLOMetricAbsent

» Recording rule http_request_duration_seconds:burnrateTh4m )

{ » Recording rule pyrra_objective
» Recording rule http_request_duration_seconds:burnrate2h9m |
» Recording rule http_request_duration_seconds:burnrate6h26m ) Recording rule py"a wind()w
» Recording rule http_request_duration_seconds:burnrate1d1h43m ‘

| . . sas
» Recording rule http_request_duration_seconds:burnrate4d6h51m J} > Recordlng rule pyrra_avallablllty
> Normal ErrorBudgetBurn -

= % Recording rule pyrra_requests_total

> ErrorBudgetBurn
> ErrorBudgetBurn > Recording rule pyrra_errors_total
> ErrorBudgetBurn

S viouus |




Pyrra B Web Ul

Requests

@ Prometheus  Errors
How many requests per second have there been?

What percentage of requests were errors?

. 50 / 0.4% //
Obje 1 /

02% £
5:15pm  5:20pm 5:25pm 5:30pm 5:35pm 5:40pm 5:45pm 5:50pm 5:55pm 600pm 6:05pm 6&:10p 5:15pm  5:20pm 5:25pm 5:30pm 5:35pm 5:40pm 5:45pm 5:50pm 5:55pm 600pm 6:05pm 6:10p
anies anies

NAME { Time: ~ [J200: — []500: — Time: -~ [ 500: -
myserv
repo=mj
Al availat Multi Burn Rate Alerts
STATE SEVERITY EXHAUSTION THRESHOLD SHORT BURN LONG BURN FOR PROMETHEUS
inactive critical 2d3h 0.014 > 0.006 (5m) and 0.001 (1h4m) (g
4 inactive critical 4déh 0.007 > 0.002 (32m) and 0.001 (6h26m) @
inactive warning 15d 0.002 > 0.001 (2h9m) and 0.001 (1d1h) C)I
Error Budj
What percery I pending warning 30d 0.001 > 0.001 (6h26m) and 0.001 (4d6h) &
100.00%
80.00%
- \ ¥ ¥
40.00%
20.00%
0.00%
-20.00%
5:10pm S:15pm 5:20pm 5:25pm 5:30pm 5:35pm 5:40pm 5:45pm 5:50pm 5:55pm &00pm £:05pm
4202




Pyrra tBigfit Grafana &1k

&R JSON https://github.com/pyrra—dev/pyrra/tree/main/examples/grafana

) metheus — - Last 24 ho - | 108 v
88 General / Detail =2 W+ B @ O last urs Q| o s G & @ Last15minutes ~ & 0| =]
i ‘ Promsthesm v [l 840 ‘."')'ur\'hmqunts-w-ﬂaumy v
Objective Window Availability Error Budget
ability Error Budget +
99 9000/ 1 month 99 9170/ 1 6 978"/
° (o) ° (o] ° (o] 1917% 16.978%
Error Budget
100.000%
80.000%
60.000%
40.000%
20.000%
19:00 20:00 21:00 2200 2300 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 1200 13:00 14:00 15:00 16:00 17:00 16:00
" Errors
100.000%
10,000 reqs M
80.000%
0.000 req/s
10.000 reg/s I
10,000 req/s -
10.000 req/'s
10.000 req/s i

0.000 req/s 0.000%
20:00 2200 00-00 02:00 04:00 06:00 08:00 10:00 1200 1400 16:00 18:0( 04/16 21:00 04/17 00:00 04/17 03:00 04/17 D6:00 04/17 09:00 04/17 12:00 04/17 15:00 04171




Sloth Vs Pyrra

T e e

Github Star 1.5k 800+

K8s S >

Filesystem A I Y

OpenSLO > NFF

SLI =T = —

Dashboard Grafana Grafana. Pyrra API
SR

M T2 FERY Prometheus SLO generator, sloth FREREERE, MXZISFT 12, pyrra BT REEZT,
£ B8 dashboard,

KA sloth 4 p%HY rules PIIEMEE, NRE _HEXRKHERZFER Grafana fEREMNR, EIXEH sloth,

05. EF Pyrra & SLO &£Z
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Cortex SLO ZfBF A
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EHT Cortex ZFHF SLO RSZHE

Gateway

Tenant A Tenant A

read tenant rules

tenant slo write/read
cortex ruler sylnc generated
cluster . rules

06. Cortex SLO ZHP HF =L



i EEE cortex— SlO imiﬂ:l’/{&*ﬂ)tlﬁ:“u\ 11:44 S cortextool slos load-windows ./config/slos/windows/*

[6ee8] 7d.vaml windows loaded
[6068] google-38d.yaml windows loaded

export CORTEX_ADDRESS=http://localhost:6666 | $ cortextool slos list-windows
export CORTEX_TENANT_ID=demo EEREstes] Sia s
google 30d
s cortextool slos 1c$d jconflgfslogf* le ——wigdowslgoogli—BGd
#ﬂ_)\ *D _@ windows [06000] myservice.yml slos loaded with google-36d ?1ert|windo?s
g i 5 cortextool slos list
cortextool slos load-windows ./config/slos/windows/* e

cortextool slos list—windows

i 5 % cortextool slos get myservice

[opOO] myservice Slos:

SEANMEM slos

version: "prometheus/v1"
service: "myservice"
. . labels:
cortextool slos load ./config/slos/*.yml ——windows google—30d et

cortextool slos list myorg/myservice
cortextool slos get myservice

— MM+ https://github.com/grafanafans/play-with—cortex—slo



https://github.com/grafanafans/play-with-cortex-slo

« ETF SLO FEFEFEFEE, IR E SLO MIXBSREFEENE,
+ LE SLO HE—REA MWMR JT%.

« Fah#EiR SLO FEEER ST, TIRUER Sloth M Pyra RIGE.

- WRBAFABR, DPAEHFR Sloth,

* Pyrra BJ Web Ul TJIUEFEIEA Stats page.
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